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 Betalingsservice extensively complies with the ECB standards 
for direct debit schemes. At the same time, Danmarks National
bank has recommendations and remarks on how to strengthen 
Nets’ management and operation of Betalingsservice.

 Nets has accountable, transparent and effective governance 
arrangements for Betalingsservice. There is a mature app
roach to the operation of Betalingsservice with policies for 
risk management, IT security and business continuity planning, 
based on recognised standards.

 Inter alia, Danmarks Nationalbank recommends that Nets 
strengthen the compliance area and formalise its require
ments for the critical suppliers’ risk management. It is also 
remarked that the transparency of the fee structure will be 
enhanced if the firms clearly show their own fees to the con
sumers. Nets can be conducive to ensuring this.
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Danish citizens and firms execute more than 200 
million payments1 annually via Betalingsservice. It is 
often Betalingsservice that is used for payment of  
fixed expenses.  

Betalingsservice is among the most important pay
ment solutions in Denmark, together with Dankort 
and credit transfers. That is why Danmarks National
bank oversees Betalingsservice (see Box 1).

Danmarks Nationalbank has assessed Betalings
service according to the European Central Bank 
(ECB) standards for direct debit schemes (link). 

Danmarks Nationalbank’s overall assessment is that 
Nets has ensured that Betalingsservice extensively 
complies with the ECB requirements. At the same 
time, Danmarks Nationalbank has recommendations 
and remarks on how to strengthen Nets’ manage
ment and operation of Betalingsservice.

Under the ECB standards, Nets is the governance  
authority for Betalingsservice. Accordingly, Danmarks 
Nationalbank’s assessment, recommendations and 
remarks are addressed to Nets.  

In August 2019, Nets and Mastercard entered into an 
agreement on Mastercard’s acquisition of Betalings
service (inter alia) from Nets. However, the agreement 
is conditional on approval by the relevant authorities, 
which can be expected in 2020 at the earliest. 

Danmarks Nationalbank finds that the sale to 
Master card has no impact on the conclusions in 
this report, as the operation of Betalingsservice 
in the near future is expected to be carried on by 
the same functions and employees that Danmarks 
Nationalbank’s assessment refers to. 

Assessment against  
the ECB standards  

The ECB standards for direct debit schemes are 
based on the ECB’s general framework for oversight 
of payment solutions (link). The basic requirements 

1 Danmarks Nationalbank, Payments Statistics, 2nd Half Year 2016 (link).

that a payment solution like Betalingsservice must 
meet are:

Standard 1 – The direct debit scheme should have a 
sound legal basis in the form of rules and contractual 
arrangements.

Standard 2 – The direct debit scheme should ensure 
that comprehensive information is available to the 
relevant actors, including information on financial 
risks, for decisionmaking purposes. 

Standard 3 – The direct debit scheme should ensure 
an adequate degree of security, operational reliability 
and business continuity.

Standard 4 – The direct debit scheme should have 
effective, accountable and transparent governance 
arrangements.

Standard 5 – The direct debit scheme should manage 
and contain financial risks in relation to the clearing 
and settlement process. 

In relation to standard 5, Danmarks Nationalbank 
performs separate oversight and assessment of the 

Danmarks Nationalbank’s  
oversight of Betalingsservice

Box 1

Danmarks Nationalbank’s oversight is based on interna

tional standards for oversight of payments infrastructure. 

The ECB standards for direct debit schemes are particu

larly relevant for the oversight of Betalingsservice. 

Danmarks Nationalbank’s oversight includes an as

sessment of Betalingsservice’s observance of the ECB 

standards, and developments in Betalingsservice are 

monitored on an ongoing basis. Danmarks Nationalbank 

holds quarterly oversight meetings with Nets as the 

owner and operator of Betalingsservice. These meetings 

follow up on Nets’ regular reporting on inter alia the or

ganisation, operation and risk management of Betalings

service.

Danmarks Nationalbank’s oversight is described in more 

detail in its oversight policy (link).

https://www.ecb.europa.eu/pub/pdf/other/guideassessmentdirectdebitschemes201411.en.pdf
https://www.ecb.europa.eu/pub/pdf/other/harmonisedoversightpaymentinstruments2009en.pdf
https://www.nationalbanken.dk/da/bankogbetalinger/betalingsraad/Documents/2016H2%20Statistik%20for%20betalinger.pdf
http://www.nationalbanken.dk/da/bankogbetalinger/overvaagning/Sider/Overvågningspolitik.aspx
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clearing and settlement that is a precondition for the 
functioning of Betalingsservice and the other Danish 
payment solutions.2 Consequently, standard 5 has 
not been applied to the assessment of Betalings
service. 

On the basis of expositions and material from Nets, 
Danmarks Nationalbank has assessed the degree of 
Betalingsservice’s compliance with the requirements 
in standards 14. Danmarks Nationalbank has used 
the CPSSIOSCO scale3 with the following categories 
for compliance with a standard:

Observed is used when all significant criteria have 
been observed and any gaps and shortcomings are 
minor, and adjustment can take place on a continu
ous basis in the normal course of business.

Broadly observed is used when the criteria have been 
broadly observed and one or more issues of concern 
have been identified which should be addressed 
with a view to managing risks or improving oper
ation. This should be addressed within a defined 
deadline.

Partly observed is used when the criteria have been 
partly observed and one or more issues of concern 
have been identified that could become serious if 
not addressed promptly. Addressing these issues 
should have high priority.

Not observed is used when the criteria have not 
been observed and one or more issues of concern 
have been identified that warrant immediate action. 
Addressing these issues should have the highest 
priority.

Danmarks Nationalbank’s  
overall assessment 

Danmarks Nationalbank’s overall conclusion is that 
the ECB requirements are broadly observed for 
stand ards 1, 2 and 3 and observed for standard 4.

2 Danmarks Nationalbank, Assessment of the Danish retail payment 
systems, 9 May 2018 (link).

3 CPSSIOSCO, Disclosure framework and assessment methodology, 
December 2012 (link).

Danmarks Nationalbank’s assessment, recommen
dations and remarks are described in more detail 
below.

ECB standard 1 

The overall requirement of standard 1 is that the 
governance authority should ensure a sound legal 
basis for the direct debit scheme. Under the stand
ard, this implies compliance with two requirements:

• Complete and unambiguous rules for – and 
binding contractual arrangements between – the 
relevant actors in the direct debit scheme should 
be established.

• The rules, procedures and contractual arrange
ments under the scheme should be compliant at 
all times with applicable national and EU legisla
tion.

In Denmark, it is up to the Danish Financial Super
visory Authority, the Danish Competition and Con
sumer Agency and the Danish Data Protection Agency 
to assess compliance with the relevant legislation. 
Accordingly, Danmarks Nationalbank’s role is limited 
to assessment of whether Nets has established 
functions, procedures and processes that can ensure 
compliance with legislation.

Assessment
Standard 1 is assessed to be broadly observed.

Danmarks Nationalbank finds that there are com
plete and unambiguous rules for – and binding 
contractual arrangements between – the relevant 
Betalingsservice actors, i.e. citizens, firms, banks and 
Nets.

As regards the requirement of ensuring that Betal
ingsservice is at all times compliant with applicable 
national and EU legislation, the assessment is that 
Nets has extensively established functions, proced
ures and processes to ensure compliance. 

http://www.nationalbanken.dk/da/publikationer/Documents/2018/05/Vurdering%20af%20de%20danske%20detailbetalingssystemer.pdf
https://www.bis.org/cpmi/publ/d106.pdf
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Nets has implemented a significant improvement by 
establishing three lines of defence in the organisa
tion of ongoing compliance control and reporting. 
Moreover, by drawing up a compliance policy Nets 
has created a good point of departure for further 
work in this area. It is important to implement the 
compliance policy with any procedures, guidelines 
etc., necessary for its implementation.

The recommendation is that Nets follow up and 
ensure that the compliance policy is implemented to
gether with the associated governance documents, 
tasks and organisation. Moreover, reporting should 
take place to enable the senior management level to 
assess the observance of the compliance policy. This 
control should be performed at least on an annual 
basis. 

ECB standard 2 

The overall requirement of standard 2 is that the 
governance authority should ensure that all relevant 
actors have a proper basis for decisions in relation 
to the scheme. 

The governance authority should thus provide for 
sufficient and readily available information to the 
rele vant actors regarding inter alia the rules and 
contractual arrangements of the scheme, major 
changes, fees and fee structures and financial risks.

Assessment
Standard 2 is assessed to be broadly observed.

Nets is assessed generally to have ensured that the 
relevant actors of Betalingsservice have a proper 
basis for decisions in accordance with standard 2. 
Room for improvement is found as regards the trans
parency of the fees and fee structure and informa
tion on financial risks to the actors.

Betalingsservice’s fees and fee structure come 
across as clear and readily available to banks and 
firms (creditors). As regards consumers (debtors), 
Danmarks Nationalbank remarks that Nets can be 
conducive to greater transparency e.g. via the credit
or rules. When charging a consumer a payment fee, 
the firm should clearly show the part of the fee to 
be paid to Nets in turn and the part constituting the 
firm’s own fee. 

In addition, Nets has an ongoing process for iden
tification of and information on the financial risks 
to which the actors are exposed, e.g. in the event 
of fraud. The process comes across as reactive and 
informal. This absence of fixed routines should be 
viewed in the light of the fact that so far, Betalings
service has implied a low risk for the actors.

On the basis of discussions with Danmarks National
bank, Nets has created a formal routine proced ure 
for identifying and assessing the financial risks to 
creditors and banks and informing them on the 
basis of this risk assessment. Danmarks National
bank recommends implementation of this proced
ure e.g. by incorporating it into Nets’ annual risk 
assessment process for Betalingsservice.

ECB standard 3 

The overall requirement of standard 3 is that the 
governance authority should ensure an adequate 
degree of security, operational reliability and busi
ness continuity for the direct debit scheme. 

This standard comprises requirements in areas 
such as risk management, IT security, operational 
monitoring, incident management, system changes, 
safe payment procedures, fraud monitoring and re
sponse, production capacity planning, outsourcing 
and business continuity planning.

Assessment
Standard 3 is assessed to be broadly observed.

Danmarks Nationalbank finds that Nets has a 
mature approach to safeguarding operations 
with policies for risk management, IT security and 
business continuity planning which are elaborated 
in underlying procedures and guidelines. These 
various governance documents are based on 
recognised standards and used widely within the 
organisation. 

In order to ensure the necessary independence and 
thoroughness of the control effort, Nets also has 
three lines of defence in its organisation, as well as 
functions in both the first and the second lines of 
defence focused on following up on the risk iden
tification and risk control work (IT Risk and Risk 
Management).
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The overall assessment is that Nets is broadly ob
serving the requirements of standard 3, and that 
it has thus ensured that Betalingsservice has an 
adequate degree of security, operational reliability 
and business continuity. At the same time, Danmarks 
Nationalbank finds that there is room for improve
ment in some areas. 

Danmarks Nationalbank remarks that Nets can 
strengthen its risk management process by imple
menting a dedicated, collective system for risk regis
tration and followup with appurtenant controls.

Moreover, Danmarks Nationalbank recommends  
that Nets strengthen its process for collection of IT 
securityrelated logs with a view to faster warning 
and response in the event of suspicious activity.

In addition, Danmarks Nationalbank remarks that 
Nets’ log controls can be strengthened by automa
tion and by an annual review of the controls needed. 
It is also important that Nets prevents dependence 
on key employees in this control work.

Moreover, Danmarks Nationalbank recommends 
that Nets strengthen its process for updating and 
testing its business continuity plans by systematically 
incorporating major incidents and attacks at firms in 
Denmark and abroad in its work on business con
tinuity plans and test scenarios.

As regards Nets’ outsourcing, Danmarks National
bank recommends that Nets formalise its quantita
tive and qualitative requirements concerning critical 
suppliers’ risk management. In the longer term, 
these requirements should be incorporated into 
contracts with such suppliers.

ECB standard 4 

The overall requirement of standard 4 is that the 
governance authority should ensure effective, 
accountable and transparent governance arrange
ments for the direct debit scheme. 

The standard contains the three following require
ments:

• The actors’ roles and responsibilities in the 
decision- making processes must be defined 
clearly and in a documented manner in the form 
of rules, contracts and procedures, etc. This 
implies that the actors should be involved in 
decisions on major changes.

• The service level and user friendliness of the dir
ect debit scheme in relation to both debtors and 
creditors should be assessed, monitored con
tinuously and reported to the management.

• Independent and effective internal controls 
are needed regarding the direct debit scheme, 
comprising, inter alia, reviews of operations and 
IT security. These control functions should have 
suitable competencies and report directly to the 
relevant management level.

Assessment
Standard 4 is assessed to be observed.

In Danmarks Nationalbank’s assessment, Nets has 
ensured an accountable, transparent and effective 
governance of Betalingsservice. In this connection 
the decisionmaking processes agreed between Nets 
and the banks are of particular importance. 

However, in the area of internal controls, improve
ment of minor importance could be made in two 
respects. 

Firstly, Danmarks Nationalbank remarks that Nets’ IT 
security department is involved in the assessment of 
compliance with Nets’ security policy and associated 
guidelines. At the same time, the IT security depart
ment has an executing role in the area. This entails a 
risk of weakening the control function.

Secondly, Danmarks Nationalbank remarks that Nets’ 
internal audit function has a predominant focus on IT 
issues. This entails a risk of according lower priority 
to other relevant areas such as processes, manage
ment of personrelated risks and compliance with 
internal and external requirements and legislation. 
It is relevant to examine how to strengthen internal 
audit in other areas than IT. 
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