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CYBER RISK AND 
RESILIENCE 

CYBER RISK AS A THREAT TO 
FINANCIAL STABILITY

The financial sector is dependent on complex IT 

systems in order for the financial institutions to 

conduct their business. At the same time, the insti-

tutions are interconnected through the cross-sec-

tor financial infrastructure of shared data centres, 

payment and settlement systems. A stable finan-

cial system relies on trust that book-entry of trans-

actions are correct and are kept confidential, that 

settlement of financial transactions takes place 

in a timely manner and that the customer orient-

ed systems are safe and accessible. In Denmark, 

the Centre for Cyber Security assesses the risk of 

cybercrime against authorities and private firms 

to be very high.1 For the financial sector, repeated 

cyberattacks may weaken confidence in the finan-

cial system by compromising the above functions, 

and an extensive cyberattack could potentially 

affect the whole or substantial parts of the sector. 

Hence, the risk of cyberattacks in the financial 

system is of a systemic nature – i.e. it is a potential 

threat to financial stability. 

The Systemic Risk Council focused on cyber risk 

in the financial sector at its meeting in December 

2015. The Council subsequently held a seminar on 

cyber resilience in the financial sector for a wide 

range of sector representatives. At this seminar it 

was agreed to establish a sector forum for oper-

ational resilience, including cyber resilience. The 

1 Threat assessment unit of the Centre for Cyber Security, The cyber 
threat against Denmark, January 2016.

forum will support knowledge-sharing and  

collaboration across institutions.

CYBER RISK HAS SPECIAL CHARACTERISTICS
Cyber risk is an operational risk. Operational 

risk is the overall term used for financial insti-

tutions’ risk of losses due to inexpedient or  

inadequate internal processes, human errors 

and actions, system errors or external events. 

Operational incidents include system down- 

time due to e.g. severed cables, power out- 

ages, defective IT components, software update 

errors, etc. Financial sector participants, as 

well as owners and operators of payment and 

settlement systems, protect themselves against 

operational risk by preparing contingency  

plans and procedures, testing their prepared-

ness and setting up second sites.2

The characteristics of cyber risk differ from 

those of the more traditional operational inci-

dents, cf. Box 5.1. For example, a cyberattack 

may affect the production systems and the  

second site at the same time. This could mean 

that the entire system, including the critical 

backup systems, shuts down. Furthermore, 

cyberattacks may be more persistent and more 

difficult to detect than ordinary IT failures. Due 

to the interconnectedness of the infrastructure, 

cyberattacks may come through many entry 

points, such as participants, other systems  

and service providers.

2 This means a secondary data centre duplicating all critical systems. If 
an operational incident occurs, production switches to the secondary 
data centre, where it can be resumed within a short space of time.
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CONSEQUENCES OF A CYBERATTACK
Cyber risk is the risk of external electronic at-

tacks aimed at IT activities, including computers, 

servers, systems, networks, services, etc. For a 

cyberattack to have devastating consequences,  

the perpetrator must be able to exploit the  

vulnerability of IT systems, internal procedures  

or employees, cf. Chart 5.1.

Cyberattack perpetrators may be hackers, 

political groups, other nations, competitors or a 

collaboration partner who has been infiltrated 

by a third party. The motives for a cyberattack 

range from financial gain to the wish to create 

economic or political instability or to gain access 

to confidential knowledge, or in some cases it is 

simply seen as a challenge.

A cyberattack may have the following direct  

effects on the IT systems of financial institutions 

and payment and settlement systems:  

•	 Accessibility: Websites, online banking and  

critical business systems for settlement of 

transactions are disrupted, and time-critical 

payments may be delayed.

•	 Confidentiality: Confidential data may  

be shared with unauthorised persons  

or disclosed to the public.

•	 Integrity: Data may be compromised. In the 

worst case, this could lead to uncertainty about 

the correct recipients or senders of transactions 

or the rightful ownership of assets.

A cyberattack that hits a large financial institution or 

critical payment and settlement systems and that  

affects accessibility, confidentiality or integrity may 

reduce confidence, which in turn may lead to inves-

tor or depositor flight. Derived effects of a cyber-

attack could potentially jeopardise financial stability.

Two elements are essential when it comes to 

strengthening the resilience of the financial sector to 

cyber threats. Firstly, each individual financial institu-

tion must be cyber resilient. Secondly, the financial 

system overall must be cyber resilient. These two 

aspects will be elaborated on in the following. 

THE CYBER RESILIENCE OF THE 
INDIVIDUAL FINANCIAL SECTOR 
PARTICIPANT

The financial sector’s dependence on complex IT 

systems places heavy demands on sector partici-

Cyberattacks and potential derived effects Chart 5.1
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Box 5.1

•	 Duration: A cyberattack can be of considerably longer 

duration than more traditional operational incidents. 

The reason is that there is a perpetrator who can 

affect the duration of the attack. 

•	 Propagation: Cyberattacks may spread between 

financial sector participants via the complex network 

of IT systems.      

•	 Variation: Cyberattacks are developed and refined 

on a continuous basis, while traditional operational 

incidents are of a more static nature. Hence, a compli-

cating factor is that new cyberattacks may differ from 

previous attacks. 

•	 Detection: It may be difficult to detect IT system in- 

truders – especially if they only view the information 

and do not compromise data.
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pants in terms of management of operational risk, 

including external threats such as cyber risk. It is 

the responsibility of each individual participant 

to have effective defences against the risks faced. 

The effort to ensure cyber resilience should be an-

chored at the top management level and should 

comprise IT systems, processes and employees 

within the organisation.  

Robust cyber contingency measures include 

the ability to protect the organisation against 

and detect attacks, and to ensure speedy and 

correct resumption of operations after any attack, 

cf. Chart 5.2. This means that threats and vulner-

abilities must be identified and assessed so that 

resources and countermeasures can be targeted 

at the significant risks. Protection against attacks 

requires strong IT and security controls, including 

access controls, restriction of rights and screen-

ing/background checks of employees. Attacks are 

detected via continuous monitoring of system 

activities relating to employees, processes and 

technology for anomalous behaviour. In addition, 

the systems must be robust and have sufficient 

capacity for core business system operations to 

be resumed rapidly and safely with correct data in 

the event of an attack.

 A key element of the work to review risks is 

to conduct regular system tests. These include 

vulnerability scanning and tests to simulate real 

cyberattacks, such as penetration tests, but also 

testing of procedures to restore operations and of 

crisis communication. The tests should be based 

on extreme, but plausible scenarios, and it is 

important to stay abreast of current cyber threats, 

e.g. by participating in relevant knowledge-sharing 

and collaboration forums. To strengthen learning 

and development, technological advances should 

be monitored actively in relation to both threats 

and measures to counter them. 

Aspects and elements of cyber preparedness Chart 5.2
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Note: The chart illustrates aspects and elements included in a consultative report from the Committee on Payments and Market Infrastruc-
tures (CPMI) and the Board of the International Organization of Securities Commissions (IOSCO). The report is aimed at systemically im-
portant payment and settlement systems, but the guidance is relevant for all firms that are dependent on complex IT systems, including 
banks, pension and insurance companies, etc.

Source: CPMI-IOSCO, Guidance on cyber resilience for financial market infrastructures, consultative report, November 2015
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The sector forum is to map the dependencies and 

mutual operational risks existing across the sector. 

Initially this will mean preparing an overview of 

the individual participants in the financial network 

as a basis for analysing potential vulnerabilities. In 

addition, Danmarks Nationalbank expects the sec-

tor forum to assume a coordinator role, thereby 

supporting effective contingency measures and 

the possibility of conducting cross-sector tests. 

Finally, the forum is to create an overall frame-

work for knowledge-sharing, including sharing of 

experience in relation to threats, risks and coun-

termeasures, and briefing on relevant information 

gained in other forums.

The operational resilience of the financial sector, 

including cyber resilience, is subject to regulatory 

control. The Danish Financial Supervisory Author-

ity supervises the management of operational 

risk in the financial sector, e.g. by conducting IT 

inspections to assess whether participants’ IT and 

security controls meet the applicable require-

ments and standards. As part of the inspections, 

“maturity assessments” are performed to map the 

respondents’ ability to identify and protect them-

selves against cyberattacks. 

Danmarks Nationalbank oversees that the 

Danish payment and settlement systems comply 

with international standards for management 

of operational risk, including cyber risk. This is 

done by gathering information about operational 

system incidents on an ongoing basis, including 

the measures taken to contain any consequences 

of such incidents. The results of the systems’ test 

programmes are reviewed at oversight meetings 

between Danmarks Nationalbank and the system 

owners. The oversight activities are reported on in 

an annual oversight publication.3

In order to gain a comprehensive view of cyber 

resilience, Danmarks Nationalbank and the Danish 

Financial Supervisory Authority have decided 

jointly to conduct a stock-taking survey of the 

cyber preparedness of the financial sector. This 

survey is expected to be conducted in 2016.

SYSTEM CYBER RESILIENCE 

Operational incidents, including cyberattacks, may 

spread across institutions and systems via techni-

cal and financial dependencies. The interconnect-

edness of the financial sector means that parti-

cipants have a shared responsibility for handling 

mutual risk in a safe and efficient manner. For this 

reason, a sector forum has been established with 

the participation of key players and authorities, 

including the largest banks and mortgage banks, 

payment and settlement systems, data centres, 

industry associations, etc., cf. Box 5.2. Danmarks 

Nationalbank heads and acts as secretariat for the 

sector forum.

3 See e.g. Danmarks Nationalbank, Oversight of the Financial Infrastruc-
ture in Denmark, 2016, May.

Participants in the sector forum Box 5.2

•	 Banks and mortgage banks: Danske Bank, DLR Kredit, 

Jyske Bank, Nordea, Nykredit, Sydbank 

•	 Payment and settlement systems: Nets, VP Securities 

•	 Data centres: Bankdata, BEC, JN Data, SDC 

•	 Industry associations: Danish Bankers Association, 

Danish Insurance Association, Association of Danish 

Mortgage Banks

•	 Authorities: Centre for Cyber Security, Ministry of 

Business and Growth, Danish Financial Supervisory 

Authority, Danmarks Nationalbank

•	 Others: The Financial Stability Company, Nasdaq


