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Dankort payments account for the largest share of
Danish retail sales. A well-functioning Dankort and a
low degree of Dankort fraud are important. Conse-
quently, Dankort should meet international stand-
ards for card payment schemes.

The ECB has set up standards for well-function-

ing card payment schemes (link) that serve as the
benchmark for assessment of e.g. VISA, MasterCard,
American Express and local card payment schemes
in Europe.

Danmarks Nationalbank has assessed Dankort'’s
observance of the ECB standards for card payment
schemes.

Nets is the owner of Dankort and authorises banks
to issue Dankort. This makes Nets the scheme owner
or governance authority for Dankort, and the re-
sponsibility for ensuring Dankort’s compliance with
the ECB standards rests with Nets.

Danmarks Nationalbank’s Dankort assessment cov-
ers the elements of Nets’ activities that contribute
to the functioning of Dankort. The responsibility for
ensuring a well-functioning Dankort is anchored in
various parts of the Nets organisation. For instance,
the responsibilities for the legal aspects of and rules
concerning the Dankort, for customer contact and
for the IT infrastructure are placed in different parts
of Nets.

In this publication, the background and methodolo-
gy of the assessment are first described, followed by
a summary of Danmarks Nationalbank’s assessment
of Nets’ observance of the ECB standards for card
payment schemes. The subsequent sections describe
Nets’ compliance with the standards and Danmarks
Nationalbank’s recommendations and comments
regarding improvements.

Facts about Nets

Headquartered in Denmark, Nets A/S is a Nordic
provider of products related to payment systems
and card and information services, among oth-

er products. Nets is the governance authority for
Dankort, but also offers a range of other products,
such as Betalingsservice (direct debit). Nets’ custom-
ers are more than 240 banks and 300,000 retailers in
the Nordic countries.

The company’s history goes back to 1968, and its
name has been Nets since 2010.

In 2014, Nets was sold to ATP and two US private
equity funds, Advent International and Bain Capital.
Nets went public in 2016.

Danes and Dankort in figures

Denmark is among the European countries with

the largest shares of card payments relative to total
payments. Dankort is the Danes’ preferred payment
solution; in 2016, Dankort payments accounted for
around 60 per cent of total retail turnover. In 2016,
1.3 billion Dankort payments were made, with a total
value of kr. 379 billion.

Approximately 5.4 million Dankort and VISA/Dankort
have been issued. Each adult Dane has an average of
1.2 Dankort. Practically all stores in Denmark accept
Dankort.

Key Dankort actors

Nets is the owner of Dankort and has several roles in

the Dankort scheme. Nets

* is the sole acquirer of Dankort payments, i.e. Nets
ensures that the payee receives the card payment;

* undertakes card issuer services, i.e. helps the
issuer to e.g. process transactions, send out PINs,
service customers and monitor fraudulent use;

e processes card payments, including by providing
the infrastructure between the card issuer and
the acquirer which ensures exchange of infor-
mation between the parties. Nets as processor
is responsible for netting out the day’s Dankort
transactions and calculating what each bank must
pay or receive from each of the other banks;

* operates the Danish “Sumclearing” clearing and
settlement system, in which final settlement of
Dankort payments takes place on behalf of Finan-
ce Denmark.

Banks planning to issue Dankort must conclude a
licence agreement with Nets. The licence agreement
imposes various obligations on the banks, including
an obligation to observe the Dankort scheme rules
concerning security requirements, etc. A condition
for obtaining a licence is that the bank is under the
supervision of the Danish Financial Supervisory Au-
thority, FSA, or a corresponding authority in another
EU member state. Moreover, the issuer must have
concluded an agreement with Finance Denmark, the
owner of the Sumclearing.

Nets has concluded licence agreements with 77
banks, of which 6 are foreign banks’ branches in Den-
mark.


https://www.ecb.europa.eu/pub/pdf/other/harmonisedoversightpaymentinstruments2009en.pdf
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A retailer wanting to receive Dankort must first
conclude a payment card agreement with Nets.
Standard conditions apply to all payees, although a
distinction is made between physical and non-physi-
cal trading.

The cardholder is the person to whom the card has
been issued and who has the right to use the card.

Other actors include

e providers of payment modules - or gateways -
for e-commerce,

e suppliers of terminals, and

e card manufacturers.

Processing a Dankort payment

A Dankort payment involves a number of steps. The
payment is initiated by the cardholder using the card
in a store, and the final step is when the amount

is deposited to the retailer’s account. The Dankort
payment steps in physical trading are described in
Box 1. Nets' role in the individual steps is indicated
in brackets, since Nets undertakes several payment
processing functions, as mentioned above.
Sumclearing settlement takes place at night, so the
entire Dankort payment process typically takes one
day, i.e. if payment is made on a Wednesday, the
money will be deposited to the retailer’'s account on
the Thursday. At weekends and on public holidays,
the settlement process takes longer.

Danmarks Nationalbank’s oversight

Danmarks Nationalbank’s oversight of the key Dan-
ish payment solutions is anchored in section 1 of the
Danmarks Nationalbank Act, which states that the
objective of Danmarks Nationalbank is to “maintain a
safe and secure currency system in this country, and
to facilitate and regulate the traffic in money and

the extension of credit”. Danmarks Nationalbank’s
oversight is described in detail in Danmarks Nation-
albank’s oversight policy (link). Oversight of Dankort
takes place in accordance with ECB’s general stand-
ards for payment instruments from 2009, implement-
ed as specific standards for oversight of card pay-
ment schemes (link).

The ECB standards require:

1. asound legal basis under all relevant jurisdictions,

2. access to comprehensive information for all
actors, including appropriate information on
financial risks,

3. an adequate degree of security, operational relia-
bility and business continuity,

Dankort payment process Box 1

. The cardholder initiates the payment by using the card

in the in-store terminal, entering a PIN and pressing
OK.

. Via Nets or another transaction compiler, the retailer

sends a request to Nets (acquirer) for authentication
of the card and PIN.

. Nets (acquirer) sends the request to Nets (card issuer

service), which approves or rejects the payment
request.

. Nets (acquirer) receives a response from Nets (card

issuer service), which is sent to the in-store terminal.

. If the payment is approved, the transaction is effected,

and the retailer releases the purchased goods.

. The retailer sends a request to Nets (acquirer) for

receipt of money for the purchase. Nets (acquirer)
forwards the request to Nets (processor), which
provides the infrastructure between the card issuer
and the acquirer that ensures exchange of information
between the parties.

. 10 times a day, information about Dankort purchases

is sent from Nets (processor) to the cardholder’s bank
- in one of these processes, the cardholder’s account
is debited.

. Nets (processor) is responsible for and provides clear-

ing and settlement facilities for the Dankort parties.
Nets (processor) nets out the day’'s Dankort transac-
tions and other payments included in the PBS clearing
and calculates what each bank must pay or receive
from each of the other banks. These amounts are

sent to the Sumclearing, where they are added to the
equivalent amounts from the electronic clearing. *

. Final clearing and settlement takes place in the Sum-

clearing in the banks’ settlement accounts at Dan-
marks Nationalbank.

10.After settlement in the Sumclearing, the retailer’s bank

deposits the amount to the retailer’s account.

1

Dankort transactions are cleared in the PBS clearing and the
electronic clearing, which are parts of the Sumclearing. For
example, the PBS clearing comprises Dankort payments via
physical online terminals in stores and for Internet purchases,
payments abroad using a VISA/Dankort and payments using an
international debit card issued by a Danish bank. The electronic
clearing includes e.g. cash withdrawals using the Dankort in
branches or in ATMs of banks other than the cardholder’s bank.


http://www.nationalbanken.dk/en/publications/Pages/2015/06/Oversight-policy-2015.aspx
https://www.ecb.europa.eu/pub/pdf/other/guideassessmentcpsagainstoversightstandards201502.en.pdf?499089f7f3aab273925ef6d80767b4a5
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4. effective, accountable and transparent governan-
ce arrangements,

5. management and containment of financial risks in
relation to the clearing and settlement process.

Danmarks Nationalbank oversees clearing and
settlement systems in another context, and the
elements of Standard 5 that are comprised by this
oversight have not been assessed in connection with
the Dankort assessment.

For each standard, the ECB requirements are de-
scribed in general terms later in this report.

Collaboration between
Danmarks Nationalbank and the Danish FSA

Danmarks Nationalbank collaborates with the Danish
FSA, cf. the Memorandum of Understanding conclud-
ed between the two authorities (link). The purpose
of the collaboration is to avoid double regulatory
control and to optimise regulatory resource utilisa-
tion.

The Danish FSA’s supervision of Nets is described in
Box 2.

As regards Nets, there are several interfaces between
Danmarks Nationalbank and the Danish FSA. Gen-
erally, Danmarks Nationalbank and the Danish FSA
keep each other informed of issues, and Danmarks
Nationalbank participates as an observer in the Dan-
ish FSA’s IT inspections at Nets.

The Danish FSA’s IT inspections are described in
more detail in Box 3. Danmarks Nationalbank’s
assessment of Nets’ observance of the elements of
Standards 3 and 4 that concern, inter alia, IT security
management, operation, contingency plans, out-
sourcing and audit are based on the Danish FSA's
work to the greatest possible extent. As a general
rule, Danmarks Nationalbank does not assess areas
that are under the supervision of the Danish FSA,
except for those of specific Dankort relevance.

Nets holds a licence as a payment institution, one
reason being that Nets offers acquiring of Danko-
rt payments. The Danish FSA therefore supervises
Nets’ compliance with the requirements of the
Danish Payment Services Act. In this connection, the
Danish FSA oversees Nets’ observance of the EBA
guidelines on the security of Internet payments.
Since the Danish Payment Services Act and the EBA
guidelines on the security of Internet payments

The Danish FSA's supervision Box 2
of Nets as a shared data centre
and payment institution

Nets is a shared data centre of major importance to the
Danish payments infrastructure, cf. section 343q of the
Danish Financial Business Act (link). It appears from Part
20c of the Financial Business Act that shared data centres
must observe rules on adequate control and security
measures in the IT area. More detailed rules are stipulat-
ed in the Executive Order on Governance, Appendix 5 on
IT security (link).

Nets is also subject to the Executive Order on system
audits in shared data processing centres (link).

Moreover, Nets is subject to the same outsourcing rules
as financial enterprises, such as banks, cf. the Executive
Order on outsourcing of significant areas of activity (link).

The Danish FSA supervises compliance with the rules and

performs activities in connection with the supervision of

Nets. The Danish FSA

e carries out IT inspections, applying a risk-based
approach (see also Box 3);

e is regularly informed of major incidents;

e reviews the system audit reports.

According to the Danish Payment Services Act, the Dan-
ish FSA authorises and supervises payment institutions,
including Nets (link). The authorisation is based on a
review of compliance with the statutory requirements.

The Danish FSA regularly supervises Nets’ compliance
with the Payment Services Act and approves outsourcing
of important operational functions. The Danish FSA has
incorporated the EBA’s guidelines on the security of In-
ternet payments (link) into its supervision of the Payment
Services Act.


http://www.nationalbanken.dk/en/about_danmarks_nationalbank/Memorandum%20_of_Understanding/Documents/MoU_FSA_en.pdf
https://www.finanstilsynet.dk/Lovgivning/Translated_regulations/Acts
https://www.retsinformation.dk/Forms/R0710.aspx?id=181745
https://www.retsinformation.dk/Forms/R0710.aspx?id=166044
https://www.retsinformation.dk/Forms/R0710.aspx?id=134352
https://www.finanstilsynet.dk/Lovgivning/Translated_regulations/Acts
https://www.finanstilsynet.dk/da/Nyheder-og-Presse/Sektornyt/2015/Orientering-internetbetalinger-210115
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overlap the ECB standards forming the basis for
Danmarks Nationalbank’s Dankort assessment,
Danmarks Nationalbank and the Danish FSA col-
laborate on issues of relevance to both authorities.
For example, Danmarks Nationalbank has followed
the discussions between the Danish FSA and Nets
about the “Dankort Secured by Nets” security
solution introduced for Dankort payments on the
Internet. This solution, which entails strong authen-
tication for Internet payments, is also key to Nets’
compliance with the requirements under Standard
3, i.e. the requirements for strong authentication

in connection with card payments for physical and
non-physical transactions.

Interfaces with other authorities

There are several interfaces between Danmarks
Nationalbank and authorities other than the Danish
FSA.

One such authority is the Danish Competition and

Consumer Authority, which, inter alia,

e supervises compliance with access to payment
systems, cf. section 40 of the Danish Payment
Services Act (link),

e carries out cost studies of the Dankort as de-
scribed in Executive Order no. 605 of 03.06.2016
(link), and

e supervises Nets’ compliance with the Regulati-
on on interchange fees for card-based payment
transactions, also called the MIF Regulation (link).
The MIF Regulation seeks to contribute to en-
hancing competition for the services provided in
connection with card payments.

Another interface for Danmarks Nationalbank is to
the Danish Data Protection Agency, which oversees
compliance with the Danish Act on Processing of
Personal Data (link).

Danmarks Nationalbank did not assess areas within
the remit of the authorities mentioned above.

Delineation and methodology

Danmarks Nationalbank’s Dankort assessment is
based on Nets’ self-evaluation, which contains Nets’
responses to a large number of questions concern-
ing the ECB standards for card payment schemes.
Moreover, Nets has submitted extensive documenta-
tion, including sets of agreements with the Dankort
actors, organisation plans, security policies, risk
analyses, etc. Danmarks Nationalbank and Nets were
in ongoing dialogue about the assessment.

The Danish FSA's IT inspections Box 3

The Danish FSA adapts its IT inspections to the compa-
ny at hand on the basis of, inter alia, an assessment of
importance and risk. An IT inspection will often comprise
the following areas:

» |IT strategy, IT security strategy and IT governance,
including IT security management and IT risk manage-
ment

e IT contingency plans and testing of IT contingency
procedures.

¢ OQutsourcing - compliance with the Executive Order on
outsourcing, and control of suppliers

e Granting of rights, access management and logical
access controls

e Physical security and access management

e IT operational management and oversight

e Internal and external system audits

* Change management and project management

* Administration and maintenance of network and
system software

e Strategy and security measures to combat IT crime.

Source: Danish Financial Supervisory Authority’s website (link).

On the basis of the assessment, Danmarks National-
bank has issued a number of recommendations and
comments to Nets, which are detailed below.


https://www.finanstilsynet.dk/Lovgivning/Translated_regulations/Acts
https://www.retsinformation.dk/forms/R0710.aspx?id=181754
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L:2015:123:FULL
https://www.datatilsynet.dk/english/the-act-on-processing-of-personal-data/read-the-act-on-processing-of-personal-data/compiled-version-of-the-act-on-processing-of-personal-data/
https://finanstilsynet.dk/Tilsyn/Information-om-udvalgte-tilsynsomraader/It-tilsyn/Omraader-der-ofte-indgaar-i-Finanstilsynets-it-undersoegelser
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Overall assessment

Danmarks Nationalbank has assessed Dankort
against the ECB standards.

In the assessments against the five standards, the
following five categories have been applied: Ob-
served, broadly observed, partly observed, not
observed and not applicable, cf. Box 4.

Danmarks Nationalbank’s assessment of Dankort is
as follows:

Standard 1 (A sound legal basis under all relevant
jurisdictions): Broadly observed

Standard 2 (Access to comprehensive information
for all actors, including appropriate information on
financial risks): Broadly observed

Standard 3 (An adequate degree of security, oper-
ational reliability and business continuity): Partly
observed

Standard 4 (Effective, accountable and transparent
governance arrangements): Broadly observed

Standard 5 (Management and containment of finan-
cial risks in relation to the clearing and settlement
process): Observed

Dankort complies with many of the ECB require-
ments for card payment schemes. Nevertheless,
Danmarks Nationalbank has identified potential for
improvement. Recommendations have been issued
in respect of key issues. Comments have been issued
in respect of other issues.

Nets should address the recommendations and
comments. Danmarks Nationalbank will monitor the
progress as an element of its continuous oversight.

Danmarks Nationalbank’s assessment of Nets’
compliance with the requirements under the ECB
standards for card payment schemes is described
below. For each standard, the ECB requirements
are first described, followed by Danmarks National-
bank’s overall assessment of Nets’ compliance with
the requirements. Finally, Danmarks Nationalbank’s
recommendations and comments for the individual
standards are listed.

Rating scale for assessment Box 4
against the standards

In the assessment against each standard, the following

categories have been applied:

e Observed is used when all significant criteria have
been observed and any deficiencies are only minor
and adaptation can take place on a continuous basis
as part of the normal operations.

e Broadly observed is used when one or more deficien-
cies have been identified which should be addressed
within a given deadline.

e Partly observed is used when one or more major defi-
ciencies have been identified which could be serious
if they are not immediately addressed. Remediation of
such deficiencies should be given high priority.

* Not observed is used when one or more serious defi-
ciencies have been identified which require immediate
action. Remediation of such deficiencies should be
given top priority.

* Not applicable is used when the standard does not
apply due to structural, legal or institutional circum-
stances.
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Standard 1:
A sound legal basis
under all relevant jurisdictions

Standard 1 concerns the legal basis for the card pay-

ment scheme, including the following:

e Legislation and jurisdiction should be clearly
identified.

e Relevant national and EU law should be obser-
ved, and the governance authority should per-
form regular reviews of this compliance.

e The rules and procedures of the card payment
scheme should be complete, unambiguous and
enforceable.

e The card payment scheme actors should conclu-
de legally binding agreements, which should be
complete, unambiguous and enforceable.

Danmarks Nationalbank has reviewed whether Nets
has a process in place for ensuring compliance with
relevant legislation. Danmarks Nationalbank has not
assessed Nets’ compliance with relevant legislation,
as this is supervised by other authorities, including
primarily the Danish FSA, the Danish Competition
and Consumer Authority and the Danish Data Protec-
tion Agency.

Assessment
The Dankort scheme operates in Denmark only and
is governed by Danish law.

In 2016, Nets established a “regulatory forum” with
the purpose of ensuring a harmonised process for
following up new statutory and regulatory rules or
amendments to existing statutory or regulatory rules.

The rules and procedures for Dankort are imple-
mented in the Dankort scheme rules. Actors involved
in the scheme should submit to Nets, on an annual
basis, a report by the management and a statement
signed by the auditor about compliance with the
security requirements of the scheme rules. Nets
ensures that the rules are enforced by following up
comments and qualifications. Nets regularly updates
the Dankort scheme rules. For example, the rules
were amended when cards with contactless function-
ality began to be issued. Nets has stated that they
have not received any complaints about the scheme
rules. If an actor points out a drawback, Nets will
initiate a dialogue about it and amend the rules, if
deemed appropriate.

Nets has prepared standard contracts for card
issuers and retailers, i.e. a licence agreement and a
payment card agreement, respectively. The agree-
ments include provisions on enforcement, including
courses of action in the event of default, and on
dispute resolution. Nets ensures that the agreements
are unambiguous by making amendments if Nets
becomes aware of ambiguities. For example, the
payment card agreement was changed so as to clar-
ify that it is the retailer’s responsibility to inform Nets
if the store closes down. Completeness is ensured by
amending relevant agreements and rules, e.g. when
new functionalities are introduced. A case in point is
contactless functionality.

Standard 1 is assessed to be broadly observed,
subject to the following recommendations and com-
ments:

Recommendation re Standard 1

Danmarks Nationalbank recommends that the work
in Nets’ “regulatory forum” should be more for-
malised and structured. Roles and responsibilities
should be clear and well-documented, including the
distribution of roles and responsibilities between
Nets’ first, second and third line of defence, i.e. oper-
ative units, the compliance function and the internal
audit function.

Comment re Standard 1

Nets amends relevant agreements and rules as
required. There is no formal procedure for updat-
ing agreements and rules concerning the Dankort
scheme. Nets should establish such a procedure.
That would ensure that any relevant amendments
are made on a clear, systematic basis, and it would
also reduce the drain of knowledge if key employees
leave Nets.
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Standard 2:

Access to comprehensive information
for all actors, including appropriate
information on financial risks

Standard 2 relates to clear distribution of roles and
responsibilities and access to information, including
the following:

* Roles and responsibilities derived from the rules
and contractual arrangements for card payment
scheme actors should be clearly documented and
regularly updated.

e There should be a procedure in place for classifi-
cation of information.

e Relevant information should be available to
existing actors and potential actors.

e There should be specific requirements in pla-
ce concerning information on (1) prices and
fees, (2) financial risks associated with Dankort
participation, (3) complaints, (4) fraud and (5)
mitigation of fraud, including disclosure require-
ments for the information which the card organi-
sation should ensure that cardholders get from
their issuers.

e Provisions should be in place for communication
with relevant actors in the event of operational
disruptions. Provisions for communication in
the event of major changes should also be in
place.

Assessment

The roles and responsibilities of the various Dankort
actors are stated in the Dankort scheme rules. The
scheme rules have a systematic structure, making it
clear which actors are responsible for meeting which
requirements.

Nets has established procedures for classification of
information.

All Dankort actors can access information about
Dankort at nets.eu and dankort.dk. Moreover, issuers
have access to a closed site, INFONET, where e.g.
price lists for licensees can be found, while retail-

ers can find prices at Nets’ website. Information on
financial risks appears from relevant agreements and
rules.

Nets makes a complaints system, CLARA, available to
issuers, and all complaints are submitted to Nets via
this system.

Information on fraud and the latest trends in fraud
are published at nets.eu. Nets’ efforts to combat
fraud are described in detail under Standard 3.

There are requirements in place as to the informa-
tion which Nets should ensure that cardholders

get from their issuers, e.g. information on various
security measures. Nets has imposed some of these
requirements on the card issuers, as the require-
ments are included in the Dankort scheme rules, e.g.
in the form of cardholder rules to be applied by all
issuers. Not all ECB requirements are included in the
scheme rules, meaning that Nets is not imposing all
the requirements of the ECB standard on issuers.

Nets informs relevant stakeholders of any operation-
al disruptions via Nets’ information system (infocast).
In addition, Nets has an incident management proce-
dure in place.

Major changes are communicated to the Dankort
scheme actors via Kortudvalget, Bankgruppen and
Samarbejdsforum, where the changes are discussed.
Representatives of Dankort-issuing banks are mem-
bers of Kortudvalget and Bankgruppen. Representa-
tives of retailers and Dankort-issuing banks are mem-
bers of Samarbejdsforum. Moreover, there is a degree
of stakeholder involvement in projects in Nets.

Standard 2 is assessed to be broadly observed,
subject to the following recommendations and com-
ments:

Recommendation re Standard 2 (1)

The ECB standard lays down requirements as to the
information which Nets should ensure that cardhold-
ers get from their issuers. Nets should impose on
issuers an obligation to comply with all requirements
appearing from the ECB standard concerning issuers.
This will ensure that the issuers implement the meas-
ures in a harmonised and appropriate manner, and it
will allow Nets to follow up the implementation.

Recommendation re Standard 2 (2)
Nets should prepare a general and formal commu-
nication plan to ensure that relevant information
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concerning Dankort is available to relevant actors via
suitable communication channels, including commu-
nication to relevant actors in connection with major
operational disruptions and major changes.

Comment re Standard 2

Nets has established procedures for classification of
information. Nets should ensure that the procedures
are followed.
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Standard 3:

An adequate degree of security,
operational reliability

and business continuity

Standard 3 imposes requirements in a number of

areas supporting operational security and stability.

These areas are described separately below:

e The governance authority’s security manage-
ment

e Manufacture and distribution of cards

e Transactions

¢ Clearing and settlement

e Contingency planning

e Qutsourcing

It should be noted that Nets is focusing on meeting
the requirements of international card companies,
such as VISA. The international card companies
oversee compliance with their requirements. Cases
in point are requirements concerning PCI-PIN (link)
and PCI-DSS (link).

Standard 3 is overall assessed to be partly observed.
The assessments of the areas mentioned above have
been reviewed one by one, followed by recommen-
dations and comments for each one.

Requirements relating to
the governance authority’s security management

The standard’s security management requirement

comprises requirements concerning:

e the security policy and risk management of the
card payment system;

e operational requirements concerning operation,
incident management, change management,
access policy, separation of duties, protection of
sensitive data and IT and data security;

* management and employees, including require-
ments concerning documentation of roles and
responsibilities;

e assistance to customers 24/7.

There are interfaces with other authorities. The
Danish FSA supervises Nets’ general IT security
management, strategy, security policies and guide-
lines, as well as Nets’ procedures for system access
management and separation of duties. Moreover,
the Danish FSA supervises Nets’ incident manage-
ment and change management. The Danish Data
Protection Agency oversees Nets’ compliance with

10

the Danish Act on Protection of Personal Data. Dan-
marks Nationalbank did not assess Nets’ compli-
ance with the Danish Act on Protection of Personal
Data.

Assessment

Nets’ security policy focuses on security in Nets as a
company, while the Dankort scheme rules represent
implementation of rules and security requirements
for Dankort actors.

Nets’ security policy sets out the general guidelines
for IT and data security at Nets. The security policy
also imposes a number of requirements on Nets
employees, e.g. mandatory security awareness
training.

Nets carries out risk analyses of the Dankort IT
platform. All risks are assessed in collaboration
between the owner of the IT system and Group Risk
Management. Risks which are found to have major
consequences or high probability are communicated
to the owner, and an action plan is prepared. Risk
reduction activities should be described, and own-
ership and a deadline for implementation should be
defined. Progress will be monitored.

Nets monitors technological developments and
improves the security features of the Dankort on an
ongoing basis.

The operation of Dankort is stable. There are only
few incidents and disruptions influencing operational
stability. In connection with disruption, Nets encour-
ages stores to use the offline functionality of the card
terminals so that payments can still be received. Nets
has formalised procedures for incident and change
management, access management and separation

of duties. These procedures apply throughout the
organisation.

Nets has submitted organigrams for the parts of the
Nets organisation that are involved in the Dankort

scheme.

Nets provides assistance to customers 24/7.


https://www.pcisecuritystandards.org/documents/PCI_PIN_Security_Requirements_v2.pdf
https://www.pcisecuritystandards.org/pci_security/
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Recommendation re Standard 3 (1)

Currently Nets conducts risk analyses of the Dankort
IT platform. This work should be expanded by means
of a risk assessment of all relevant Dankort aspects,
including organisation, staff, infrastructure, technical
issues, potential security threats and operational
functions. The purpose is to gain a comprehensive
overview of Dankort-related risks with a view to im-
plementing appropriate control and security meas-
ures and ensuring the right prioritisation.

Recommendation re Standard 3 (2)

Nets should document and maintain a comprehen-
sive overview of the Dankort organisation, including
clear documentation of roles and responsibilities.
This overview is to create awareness and an over-
view of the various functions in Nets tasked with
aspects of Dankort.

Recommendation re Standard 3 (3)

The Nets unit responsible for Dankort should create
and maintain a comprehensive overview of incidents
and other relevant information concerning IT and
data security in relation to Dankort. Such inputs are
material elements of the overall assessment of the
functioning of Dankort and should be used, inter
alia, for Dankort risk assessment purposes.

Requirements for manufacture
and distribution of cards

The standard imposes security requirements regard-
ing

e cards and terminals;

e personalisation and delivery of cards;

e production and installation of terminals, etc.

Moreover, the governance authority should ensure
strong authentication tools for cardholders.

Assessment

Nets defines security requirements for cards and ter-
minals in the Dankort scheme rules. Nets approves
all terminals that can be used under the payment
card agreement. No cards are issued without Nets.
The scheme rules contain requirements for proce-
dures and controls concerning personalisation and
delivery of cards. For example, the card design must
be to particular specifications. Furthermore, there
are requirements for ordering Dankort and PINs,
returned PIN letters, deliveries from the card suppli-
er, initialisation of cards, card handling by the issuer,
renewal and replacement of cards, blocking or de-
leting cards and handling of withdrawn cards/cards

handed in. Approved suppliers and manufacturers
must always be used for personalisation and delivery
of Dankort. Nets has no experience of fraud in con-
nection with personalisation and delivery of cards.

Nets has prepared requirement specifications for
terminals, as well as a written procedure for terminal
approval. Moreover, Nets has requirements in place
regarding terminal installation. Nets has no knowl-
edge of breach of controls as regards terminals.

Nets has requirements in place for authentication
procedures. In connection with in-store trading, a
PIN must be used, except for contactless payments
below kr. 200. Moreover, the principle of strong
authentication may be deviated from in connection
with e.g. bridge crossings and payment of park-

ing fees. The justification is that these goods are
non-marketable and that the transaction speed is of
material importance. Nets makes “Dankort Secured
by Nets” available on the Internet for transactions ex-
ceeding kr. 450, thereby enabling execution of such
payments with strong authentication. In “Dankort Se-
cured by Nets”, when the purchase exceeds kr. 450,
the cardholder receives a code by text message, and
the code must be used to finalise the purchase.

Transaction requirements

The standard contains requirements for

» validity periods for payment cards, payment
sessions, etc.;

* monitoring of, response to and prevention of
fraud;

e evidence of transaction validity;

e transaction logging, system and data access, etc.;

e capacity management and planning.

The Danish FSA supervises Nets’ logging and capaci-
ty management and planning.

Assessment

The scheme rules state the validity period, which
must not exceed 4 years for the VISA/Dankort, calcu-
lated from the month of issue plus three months. The
PIN follows the card. This means that the PIN can fol-
low the new card as long as the card is just renewed.
After maximum 3 wrong PIN attempts, the card is
blocked. A blocked Dankort can be unblocked. If the
card has been compromised, it must be cancelled
and a new card issued.

Nets monitors all Dankort transactions based on
its experience and regularly carries out analyses of
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Dankort fraud. Nets has launched two initiatives in
2017 with focus on fraud reduction. One is a fraud
prevention tool that applies artificial intelligence

to analyse fraud tendencies and uses the results to
identify fraud attempts. The other is “Dankort Se-
cured by Nets”, as described above. Dankort fraud is
low by international comparison.

For Internet payments, Nets requires a time-out for
the browser window after a maximum of 15 minutes.
There is no mechanism to prevent double login to
the Internet, e.g. simultaneous login from a PC and
an iPad. Nets is closely monitoring fraud develop-
ments and has not experienced any fraud as a conse-
quence of double login.

Nets has clear rules in place regarding when and
how a Dankort transaction can be reversed if reject-
ed by the user. Where the cardholder cannot accept
an in-store transaction made using a PIN/signature,
but the chip has been read, special rules apply to
the processing of the complaint, as the card may
be fake or counterfeit. If Nets asks for documenta-
tion of a card payment, the retailer must provide

it to Nets. Retailers are required to store transac-
tion documents for 20 months as from the date of
payment.

Nets has procedures in place for logging system and
data access, actions carried out in the production
environment, etc.

Nets monitors the card payment scheme with a view
to ensuring adequate capacity, also at peak load.
Nets can provide additional capacity at short notice.

Comment re Standard 3 (1)

Fraud is reported manually to Nets. Nets already has
a project for electronic fraud reporting on the draw-
ing board. Nets should launch this project.

Comment re Standard 3 (2)

The ECB standard specifically requires an option for
the cardholder to deselect Dankort use for Internet
trading. Nets should analyse cardholders’ need for
this option and the possibilities of developing such a
solution.

Comment re Standard 3 (3)

Nets should investigate the possibilities of including
all cash withdrawals from ATMs in the centralised au-
thorisation process at Nets. This will strengthen Nets’
oversight and prevention of Dankort fraud.
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Clearing and settlement requirements

The governance authority should define technical
and organisational security requirements for clearing
and settlement, e.g. relating to capacity, availability,
stability, confidentiality and audit possibilities.

Assessment

A Dankort transaction is first included in the PBS clear-
ing (or electronic clearing), then in the Sumclearing.
These clearing systems are subject to oversight by
Danmarks Nationalbank in another context. Conse-
quently, any issues relating to these systems have not
been assessed in connection with the Dankort assess-
ment, cf. the review of Standard 5 in this report.

Contingency planning requirements

The standard imposes contingency planning require-

ments. There must be:

* business impact analyses (BIAs) identifying the
components that are crucial to the functioning of
the card payment scheme;

* contingency plans and testing procedures.

The Danish FSA supervises Nets’ contingency plan-
ning and testing of the plans.

Assessment

Since 2016, Nets has prepared BIAs for critical ser-
vices, including Dankort. Several BIAs are relevant
to Dankort, including BIAs concerning transaction
processing, Internet trading, card production, card
initialisation and authorisation.

Nets has a contingency plan in place, including re-
quirements for re-establishment times based on the
BIAs. The plan comprises, inter alia, the contingency
plans in connection with Dankort. Moreover, Nets
has a crisis management plan in place, including
crisis communication.

Nets regularly tests the contingency plan and the
crisis management plan. Improvements are docu-
mented and responsibilities placed.

Comment re Standard 3 (4)

Nets should reconsider which BIAs are relevant in a
Dankort context, such as BIAs concerning clearing
systems. Nets should finalise the BIAs in all areas of
Dankort relevance.

Outsourcing requirements
The standard contains the following outsourcing
requirements:
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e OQutsourcing-related risks should be analysed by
the outsourcing actor, and the external service
provider should be required to analyse own risks
related to the outsourced activities.

e Contracts should comprise all relevant issues in
connection with the outsourced activities, includ-
ing descriptions of expected service levels.

e A process should be in place for monitoring and
following up the security and availability of the
outsourced services.

The Danish FSA supervises Nets’ outsourcing of IT
functions.

Assessment
Nets outsources several Dankort-related functions.

Nets has an outsourcing process in place. Contrac-
tual provisions include, inter alia, expected service
levels. Nets performs risk assessments of outsourced
services and requires service providers to carry out
their own risk assessments. However, for a small
external service provider to Dankort, Nets has not
updated its risk assessment on an annual basis.

The same service provider to Dankort does not
comply with Nets’ IT security policy, and in some
cases Nets does not have a coherent and consistent
procedure in place for monitoring and following up
the security and availability of outsourced services.

Recommendation re Standard 3 (4)

Nets should update, on an annual basis, its risk anal-
yses of all outsourced Dankort-related functions. In
this connection, Nets should incorporate the exter-
nal providers’ own risk analyses of the outsourced
activities. This risk analysis should form the basis

for establishing appropriate control and security
measures, and outsourcing risks should constitute an
important element of the Dankort risk assessment.

Recommendation re Standard 3 (5)

Nets should ensure that Dankort service providers
comply with Nets’ IT security policy. Nets’ monitoring
and follow-up of the security and availability of the
outsourced services should generally take place in a
systematic and regular way, which should be docu-
mented and subject to quality assurance.

13
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Standard 4:

Effective, accountable

and transparent governance
arrangements

The standard requires:

e clearly defined, efficient and transparent pro-
cesses for decisions on business objectives and
policies. Roles and responsibilities should be
clearly defined;

¢ objective, fair and transparent access criteria for
issuers and acquirers;

» efficient and transparent processes for assess-
ment of the services offered to customers;

e an effective internal control framework, including
an audit function;

¢ ongoing control of the stores handling sensitive
payment data.

The Danish FSA supervises Nets’ requirements and
procedures concerning control and reporting. The
Danish Competition and Consumer Authority is the
authority for competition issues. Danmarks National-
bank has not examined competition issues.

Assessment

As owner of Dankort, Nets makes the final decisions
about the product. Nets collaborates with repre-
sentatives of issuers and retailers. This collaboration
takes place in Bankgruppen, Kortudvalget and Sa-
marbejdsforum. Other working groups are estab-
lished as required.

Issuers must meet a number of criteria to obtain a
licence, and they must apply for a licence to Nets,
which makes a decision on granting the licence on the
basis of a specific assessment. Nets has never rejected
an issuer’s application for a licence. According to the
terms and conditions for licences, Nets is the sole ac-
quirer of Dankort. The acquirer fee is regulated by law
and depends on the costs of operating Dankort.

Nets carries out a Continual Service Improvement,
CSIl, measurement once a year. The CSI measurement
is targeted at Nets’ customers, e.g. issuers and retail-
ers. The result is presented to the Board of Directors.
Since the measurement is not product-related, it is
not possible for Nets to generate separate Danko-
rt-related results. Nets is only aware of cardholders’
assessments of Dankort if issuers include Nets in the
customer feedback loop.
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The responsibility for control and security is or-
ganised in three lines of defence (first, second and
third), i.e. operative units, the compliance function
and internal audit, respectively. Both internal and
external system audits are carried out. Moreover,
Nets initiates audits of its outsourcing partners, e.g.
IBM. Internal Audit follows up auditors’ qualifications
on a monthly basis, and prepares, on a quarterly
basis, an overview of auditors’ qualifications to the
management. Internal Audit requires all auditors’
qualifications to be closed within 12 months from the
final meeting. If this is not possible, the qualification
must be presented to the Audit Committee, after

a discussion with the CFO. The auditor in charge is
responsible for closing the qualification.

The physical retailers do not store payment data.
Nets requires that in-store terminals transmitting
data must be approved by Nets and thus meet Nets’
security requirements, including compliance with the
PCI-DSS standard. Online stores must use an Internet
payment module approved by Nets, whereby they
comply with the PCI-DSS standard. Nets monitors
once a year whether PCI-DSS certificates have been
renewed.

Standard 4 is assessed to be broadly observed,
subject to the following recommendations and com-
ments:

Recommendation re Standard 4 (1)

Nets should strengthen the framework for deci-
sion-making processes in Kortudvalget, Bankgrup-
pen and Samarbejdsforum. Nets should ensure that
clearly defined, efficient and transparent processes
are in place for decisions on business objectives and
policies.

Recommendation re Standard 4 (2)

The Nets unit responsible for Dankort should create
and maintain a comprehensive overview of the
audit qualifications directly and indirectly related to
Dankort. This overview is to contribute to a compre-
hensive picture of the functioning of Dankort and
should be used, inter alia, for Dankort risk assess-
ment purposes.
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Comment re Standard 4

Nets does not perform satisfaction surveys regard-
ing feedback from the cardholders on Dankort. Nets
should examine the possibilities of establishing a
satisfaction survey in collaboration with the card
issuers. The purpose would be to ensure an efficient
Dankort that meets cardholders’ requirements.

15
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Standard 5:

management and containment

of financial risks in relation to

the clearing and settlement process

The standard requires:

e an overview of clearing and settlement;

e management and containment of financial risks in
relation to the clearing and settlement process.

Most of the requirements under Standard 5 have not
been assessed, as they concern clearing and settle-
ment, i.e. PBS clearing, electronic clearing and the
Sumclearing. Danmarks Nationalbank oversees these
clearing processes in another context, and conse-
quently they are not part of the Dankort assessment.

Assessment

Dankort transactions are cleared in the PBS clearing
and the electronic clearing, which are parts of the
Sumclearing. For example, the PBS clearing com-
prises Dankort payments via physical online termi-
nals in stores and for Internet purchases, payments
abroad using a VISA/Dankort and payments using an
international debit card issued by a Danish bank. The
electronic clearing includes e.g. cash withdrawals
using Dankort in branches or in ATMs of banks other
than the cardholder’s bank.

As the scheme owner, Nets cannot suffer losses in
connection with clearing and settlement of transac-
tions. However, losses may occur as a result of Nets’
role as acquirer of Dankort if the cardholder submits
a complaint to a retailer and the retailer is unable to
accommodate it. The cardholder’s bank has an obli-
gation to try to collect Nets’ claim from the retailer,
but if this is impossible, Nets as the acquirer is liable
for any losses. In order to minimise the risk of losses,
and based on an assessment of the retailer, Nets
may require the retailer to provide a bank guar-
antee as part of its application before a payment
card agreement can be concluded. Moreover, Nets
ensures that a maximum per card per day has been
introduced for certain types of payment card agree-
ments, such as gambling.

Standard 5 is assessed to be observed.

16
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Overview of
recommendations and comments

Table 1 provides an overview of Danmarks National-
bank’s recommendations and comments. Danmarks
Nationalbank and Nets have agreed on a timeframe
for Nets’ follow-up on recommendations and com-
ments.

Recommendations and comments for Nets - to be continued Table 1

Recommendations

Comments

Standard 1

A sound legal basis under all relevant jurisdictions:

« Danmarks Nationalbank recommends that the work in .
Nets’ “regulatory forum” should be more formalised and
structured. Roles and responsibilities should be clear
and well-documented, including the distribution of roles
and responsibilities between Nets'’ first, second and
third line of defence, i.e. operative units, the compliance
function and the internal audit function.

Nets amends relevant agreements and rules as required.
There is no formal procedure for updating agreements
and rules concerning the Dankort scheme. Nets should
establish such a procedure. That would ensure that any
relevant amendments are made on a clear, systematic
basis, and it would also reduce the drain of knowledge if
key employees leave Nets.

Standard 2

Access to comprehensive information for all actors, including appropriate information on financial risks:

¢ The ECB standard lays down requirements as to the .
information which Nets must ensure that cardholders
get from their issuers. Nets should impose on issuers
an obligation to comply with all requirements appear-
ing from the ECB standard concerning issuers. This will
ensure that the issuers implement the measures in a
harmonised and appropriate manner, and it will allow
Nets to follow up the implementation.

¢ Nets should prepare a general and formal communica-
tion plan to ensure that relevant information concern-
ing Dankort is available to relevant actors via suitable
communication channels, including communication to
relevant Dankort actors in connection with major opera-
tional disruptions and major changes.

Nets has established procedures for classification of
information. Nets should ensure that the procedures are
followed.

17
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Recommendations and comments for Nets - continued Table 1
Recommendations Comments
Standard 3
An adequate degree of security, operational reliability and business continuity:
* Currently Nets conducts risk analyses of the Dankort IT e Fraud is reported manually to Nets. Nets already has a

platform. This work should be expanded by means of a
risk assessment of all relevant Dankort aspects, includ-
ing organisation, staff, infrastructure, technical issues,
potential security threats and operational functions.
The purpose is to gain a general overview of Danko-
rt-related risks with a view to implementing appropriate
control and security measures and ensuring the right
prioritisation.

Nets should document and maintain a comprehen-

sive overview of the Dankort organisation, including
clear documentation of roles and responsibilities. This
overview is to create awareness and an overview of the
various functions in Nets tasked with aspects of Dankort.
The Nets unit responsible for Dankort should create
and maintain a comprehensive overview of incidents
and other relevant information concerning IT and data
security in relation to Dankort. Such inputs are material
elements of the overall assessment of the functioning of
Dankort and should be used, inter alia, for Dankort risk
assessment purposes.

Nets should update, on an annual basis, its risk analyses
of all outsourced Dankort-related functions. In this con-
nection, Nets should incorporate the external providers’
own risk analyses of the outsourced activities. This risk
analysis should form the basis for establishing appropri-
ate control and security measures, and outsourcing risks
should constitute an important element of the Dankort
risk assessment.

Nets should ensure that Dankort service providers com-
ply with Nets’ IT security policy. Nets’ monitoring and fol-
low-up of the security and availability of the outsourced
services should generally take place in a systematic and
regular way, which should be documented and subject
to quality assurance.

project for electronic fraud reporting on the drawing
board. Nets should launch this project

The ECB standard specifically requires an option for the
cardholder to deselect Dankort use for Internet trading.
Nets should analyse cardholders’ need for this option
and the possibilities of developing such a solution.

Nets should investigate the possibilities of including all
cash withdrawals from ATMs in the centralised authorisa-
tion process at Nets. This will strengthen Nets’ oversight
and prevention of Dankort fraud.

Nets should reconsider which BIAs are relevant in a
Dankort context, such as BIAs concerning clearing sys-
tems. Nets should finalise the BIAs in all areas of Dankort
relevance.

Standard 4

Effective, accountable and transparent governance arrangements:

Nets should strengthen the framework for decision-mak-
ing processes in Kortudvalget, Bankgruppen and Sa-
marbejdsforum. Nets should ensure that clearly defined,
efficient and transparent processes are in place for
decisions on business objectives and policies.

The Nets unit responsible for Dankort should create and
maintain a comprehensive overview of the audit quali-
fications directly and indirectly related to Dankort. This
overview is to contribute to a comprehensive picture

of the functioning of Dankort and should be used, inter
alia, for Dankort risk assessment purposes.

Nets does not perform satisfaction surveys regarding
feedback from the cardholders on Dankort. Nets should
examine the possibilities of establishing a satisfaction
survey in collaboration with the card issuers. The pur-
pose would be to ensure an efficient Dankort that meets
cardholders’ requirements.
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